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Unpacking the Facebook Controversy 
 
Dominating the headlines recently is news of a massive mishandling of data 
by Facebook. These revelations sent the company’s stock price tumbling, 
erasing over $100 billion of market cap for the tech giant in just a couple of 
days. The plunge translated into almost an 18% drop in share price from the 
March 16th high with the stock trading at $152 per share at its low. For 
reference, Facebook shares have not traded at that price since July of 2017.  
 
The story unraveled fast, leaving many shareholders and users confused 
thinking to themselves “wait, what happened?” At the core of the 
controversy was news that a political research firm had been able to 
improperly garner access to the information on over 50 million users. Though 
not the first of its kind, a company of Facebook’s reputation and prominence 
experiencing a misstep of this nature has led to a much larger conversation 
about data security and corporate responsibilities.  
 
It is important to understand what actually happened, how to protect 
yourself and how it may have affected your portfolio. 
 
It all began with the firm known as Cambridge Analytica, based in London. 
Cambridge Analytica was founded in 2015 as a political consulting firm 
specializing in information related to the electoral process. Some of these 
services included data mining, brokerage, and analysis. In 2014 the company 
worked with an individual named Aleksander Kogan, who was tasked with 
collecting information on users on the Facebook platform. Kogan proceeded 
by developing a Facebook app called “thisisyourdigitallife.” 
 
The app was disguised as a personality test.  In reality it was little more than 
a ploy to gain access to data on unsuspecting users who took the personality 
test. In order to quickly distribute the app to users, Kogan posted it on an 
Amazon platform called Amazon Mechanical Turk. Mechanical Turk is a 
service that enables users to post jobs or tasks for other users to perform, 
typically for a small amount of compensation. Kogan positioned his app on 
the job lists and offered users a couple of dollars to take what was described 
as a personality survey. As a part of the survey process, users granted access 
to their Facebook profiles.  
 
Buried in the fine print of Kogan’s “personality test” was language that 
granted Kogan access to information on not only the individual, but also their 
Facebook friends. Among the data collected was the user’s location, their 
“likes”, their interests, and who are they following on social media. Amazon 
eventually banned the developer from the Mechanical Turks platform after 
realizing it was being misused, but not before Kogan was able to distribute 
the app to about 270,000 users who completed the personality test on his 
app.  
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Kogan cleverly gained access to the type of data that was highly sought-after by a company like Cambridge 
Analytica, who use such data to develop a wide range of psychological scorecards on the users. Through this app, 
Cambridge Analytica was provided with detailed information on over 50 million Facebook users. The process, 
called seeding, proved to be extremely successful as users were granting not only information on themselves, but 
also all of their friends. The seeding method lead to a compounding effect (friends of friends), explaining how 
this scheme ended up impacting so many users.  
 
In theory, Cambridge Analytica would have been able to use this data on Facebook users to create hyper targeted 
political ads based on what users “liked” on the website. This targeted messaging would appear to users on 
websites even outside of Facebook itself. What many found troubling about the whole story is that it really 
pulled back the curtain on how casual Facebook has been in the handling of various types of information. Even 
more troubling is the fact that this practice was not specifically prohibited by Facebook.  Since 2007, Facebook 
has allowed developers to design their own applications on the Facebook platform. Facebook also allowed 
developers to collect information on the user and on their friends.  

According to Facebook, Kogan violated his 
agreement which stipulated that he was 
only to gather data for research purposes. 
Facebook claims that he knowingly violated 
their policies when he sold the data 
collected on his app to Cambridge 
Analytica. However, the terms and 
conditions of Kogan’s app indicated that 
the information could be for “commercial 
use.” Whether or not this amounted to an 
unintended loophole in Facebook’s policies, 
Kogan’s tactics allowed him to gather data 
on millions of Facebook users, most 
without any knowledge and definitely 
without any consent. 
 
After Facebook discovered what was going 
on they removed the app and demanded 
that Kogan “destroy all data” collected 
throughout the process. At the time 
Facebook was somehow confident that the 

data had been destroyed by Kogan and any other parties he had distributed it to.  In a more recent statement 
Facebook did acknowledge that perhaps the data had not actually been deleted when requested. As this story 
gained media attention, Facebook has announced they would launch an investigation into the matter and ensure 
all parties are appropriately pursued.  
 
The Kogan/Cambridge Analytica controversy seems to be the tip of the ice burg for Facebook and its careless 
privacy standards. The avalanche of headlines may lead to many more investigations into Facebook’s policies and 
procedures regarding the data it has on its users. Facebook CEO, Mark Zuckerberg, has also been asked to testify 
in front of congress regarding the matter.  
 
The backlash of this scandal has not been contained to the company’s stock price. Major names have come out 
against Facebook as a result of the matter. Perhaps most notably, Elon Musk has since deleted the Facebook 
pages for both Tesla and Space X. Other big names including Sonos, Mozilla, and Pep Boys temporarily cut 
advertising ties they had with Facebook. Only time will tell how Facebook attempts to remedy this major 
controversy and how effective those remedies might be. 
 
This story has prompted most individuals to take steps to prevent their personal data from being exploited 
online.  Most people, however do not know what actions would protect them. We believe online privacy begins 
with an honest look at how one uses not only Facebook, but other social media platforms as well. At the end of 
the day the only way to truly limit how much of this can get out is to limit how much is shared on these 
platforms.  
 
This said, there should be a fair expectation that personal information is handled in a responsible manner by all 
social media companies. Facebook has attempted to respond to the backlash by redesigning how users can access 
the privacy tools. The website introduced a new page called “access your information.” which is designed to give 



users a complete overview on the type of information Facebook collects and how that data could be shared or 
viewed.  
 
It is generally considered a good practice to take inventory of the applications that have access to one’s 
Facebook profile. Over the years many user have adopted the “log in with Facebook” option on a variety of 
websites. It is recommended that individuals periodically evaluate this list of websites and disable services no 
longer being utilized. 
  
With the massive drop in Facebook’s stock price resulting from the controversy, many investors experienced 
losses in their portfolios. Moments like this serve as a good reminder that diversification plays such a key role 
in portfolio design. Clearwater Capital maintains investment disciplines that properly builds such 
diversification, meaning most client portfolios contained less than 1% exposure to Facebook. Accordingly, 
these portfolios were not greatly impacted by this story in comparison to portfolios that held individual shares 
of the company.  
 
Perhaps the greatest takeaway from the recent Facebook controversy, is how unaware most social media users 
are of how their data is collected and used for things like ad targeting. Though this particular story is 
troubling, the unregulated practices of data gathering and use have become standard across social media 
platforms. It is extremely important for users to truly understand what type of data is collected on these 
websites and how it could be shared with outside third parties. 
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